[TamsTka 11 oOyyaromuxcst 00 HHPOPMALMOHHOM O€30MaCHOCTH JeTel

Henb3s
1. BceM moapsiz cooOmiaTh CBOIO YaCTHYIO HHGOPMAITUIO (HACTOSIIINE UMS,
dbamunmro, TenedoH, aapec, HOMEp MIKOJIbI, a TaKke GoTorpaduu CBOU, CBOCH
CEMBHU U JpY3ei);
2. OTKpbIBaTh BIOXKCHHBIE (hailiIbl 3JIEKTPOHHOM MMOYTHI, KOT/Ia HE 3HACHIb
OTIIPaBUTEIIS;
3. I'pyOouts, mpuanpaThCs, OKa3bIBaTh JABICHUE - BECTU CEOsI HEBEIKIMBO U
arpeccuBHO;
4. He pacniopspkaiics JeHbI'aMH TBOCH ceMbU 0€3 pa3pelieHus CTapIINX - BCETaa
CIIpalvBail poJIUTEIICH;
5. He Berpeuaiics ¢ IHTepHET-3HAaKOMBIMU B PEAJIbHOM KU3HU - [IOCOBETYICS CO
B3pOCIIBIM, KOTOPOMY JOBEPSEIIIb.
OCTOpOXHO
1. He Bce numyt npaBay. Yuraems o cede HenpaBay B UHTepHeTe - coobiu 00
9TOM CBOMIM POJIUTEIISIM HITU ONEKYHaM;
2. llpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCSA - IPOBEPD, HET JIU
MIOJIBOXA;
3. HeszakonHoe konupoBanue ¢aitnoB B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckasblBail B3pOCIbIM O IpoOJieMax B CETU - OHU BCEr/la IOMOT'YT;
5. Hcnonp3yii HacTpoiiku 6€30MacHOCTH U MIPUBATHOCTH, YTOOBI HE TOTEPSTH CBOU
AKKAYHTBI B COIICETSX M IPYTHX MOpPTaIaX.
Mosxno
1. VBaxail npyrux mnosp3oBaresiei;
2. Tlonp3yemibcs MTHTEpHET-UCTOYHUKOM - JeNlail CCHUIKY Ha HETo;
3. OTkpbIBail TOJBKO T€ CCHUTKH, B KOTOPBIX YBEPEH;
4. OO6pamarbcs 3a TOMOIIBIO B3POCIBIM - POAUTENH, ONEKYHBI U aIMUHUCTPALIUS

CalTOB BCEraa MOMOIYT

Nudopmanmonnas nmaMsarka A 00y4Jaromuxcs JUisl pa3MeIIeHus: Ha OPUIHaTbHBIX HHTEPHET-
pecypcax
C KaXIpIM TOJJOM MOJIOJIE’KH B UHTEPHETE CTAHOBUTHLCS OOJbIIIE, a ITKOJILHUKH OJHU U3
CaMbIX aKTHUBHBIX MOJIb30BaTesneil Pynera. Mex iy TeM, MOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECET U MPOOIeMbl. DTa MaMsATKa JOJKHA TOMOYb Tebe
0e30MacHO HaXOJAUTHCS B CETH.

KoMnbrorepHble BUPYCHI

KoMIbroTepHsIil BUPYC - 3TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPaMM,
OTIMYUTENHEHONH 0COOEHHOCTBIO KOTOPOH SIBJISETCS CIIOCOOHOCTD K pa3MHOXKEHUI0. B
JIOTIOJIHEHHE K 3TOMY, BUPYChI MOTYT IOBPEIUTH WU MOJHOCTHIO YHUYTOXHUTH BCE
(aiinel U 1aHHBIE, TOIKOHTPOJIBHBIE MTOJIB30BATENI0, OT IMEHU KOTOPOTo ObLIa 3amylieHa
3apa)k€HHas MporpaMMa, a TaK)Ke MOBPEAUTh WM JaKe YHUUTOKUTH ONEPALIIOHHYIO
cucTeMy co BceMH (paiiimamu B 11es1oM. B O0NIbIIMHCTBE ciTyyaeB paclpoCTPaHSIOTCS
BHUPYCBHI YEPE3 UHTEPHET.

MCTO}IBI 3alIMUTBI OT BPCAOHOCHBIX ITPOrpaMm:



1. Hcnonb3yii COBpeMEHHBIE OTEPAIIMOHHBIE CUCTEMBI, UMEIOIIHNE CEPhE3HBIN
YPOBEHb 3aLIUTHI OT BPEAOHOCHBIX MTPOTrpamMm;

2. TloctosHHO ycTaHaBiMBail mauyT (LKU(pPOBBIE 3aIIATKH, KOTOPbIE aBTOMaTHYECKU
YCTaHABJIMBAIOTCS C LEJbIO JOPAaOOTKH MPOTpaMMBbl) U Ipyrue OOHOBIICHUS CBOEH
orepanuoHHoi cucteMbl. CKkauMBail UX TOJIBKO ¢ OQHUIMATBLHOTO caifTa
pa3pabotunka OC. Ecnu cyiecTByeT pekuM aBTOMaTHYECKOTO OOHOBJICHUS,
BKJIIOYH €TO0;

3. Paloraii Ha cBOeM KOMITbIOTEPE N0/ PaBaMH MOJIb30BATENs, a HE
aJIMHUHHCTpATOpa. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX IIPOrpaMM
MHCTAJIJIMPOBATHCS HA TBOEM EPCOHATILHOM KOMIIBIOTEPE;

4. Vicnionb3yil aHTUBUPYCHBIE IPOTPAMMHBIE MPOTYKTHI U3BECTHBIX

POM3BOIUTENEH, C aBTOMAaTUYECKIUM OOHOBIIEHUEM 0a3;

Orpannyb QU3NYECKHUl T0CTYN K KOMIBIOTEPY A7l HOCTOPOHHUX JIHII,

Vcrionb3yit BHENTHIE HOCUTENN MH(DOPMAIH, TaKue Kak (IIemika, JUCK WIn

daiin U3 UHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEPHBIE (ailibl, IOJYYEHHbIE U3 HEHAEKHBIX
UCTOYHUKOB. Jlaxe Te (ailiabl, KOTOpbIE MpUciall TBOW 3HAaKOMBIX. JIydre yTouHu
y HEro, OTIPABJISUI JIU OH TeOe ux.

o o

Ceru WI-FI

Wi-Fi - 370 He Buj nepeiaun JaHHbBIX, HE TEXHOJOTHs, @ BCEro JIMIIb OpeHa, Mapka. Emre
B 1991 roay nunepnanackas komrnanus 3aperucrpupobaiia opena "WECA", uro
ob6o3Hayvaino cnoBocoueranue "Wireless Fidelity", koTopslit mepeBoauTCs Kak
"GecnpoBOIHAS TOYHOCTH'".

Jlo Hamero BpeMeHH AoIuIa apyras abopeBuaTypa, KOTopas SBISIETCSI TAKOH ke
TexHosoruei. Ito abopesuatypa "Wi-Fi". Takoe Ha3BaHMe ObUIO TaHO C HAMEKOM Ha
CTaHJapT BbICIIEH 3ByKoBOM TexHUKH Hi-Fi, 4To B mepeBoje o3HavaeT "BbICOKas
TOYHOCTB".

Ja, 6ecrutaTHBI MHTEPHET-IOCTYII B Kade, OTENAX U adpOoIropTax SBISIETCS OTIMIHON
BO3MO>XHOCTBIO BbIX0/1a B MUHTEpHET. HO MHOTHE SKCTIEPThI CYUTAIOT, YTO
obmenoctynubie Wi-Fi ceTu He sBIsI0TCS 0€30MMaCHBIMU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00IEIO0CTYITHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nuuHyto nHpopmaluio yepes odmenocrynusie Wi-Fi cetn.
PabGoTast B HUX, )KelaTelbHO HE BBOJUTH MAapOJIM AOCTYIA, JJOTUHBI U KaKUe-TO
HOMeEpa;

2. Vcnonb3yit 1 0OHOBIIAN aHTUBHUPYCHBIE ITPOrpaMMBbl 1 Opanamayep. Tem caMbiM
ThI 00€30IacHUIllb ce0s OT 3aKaYKH BUPYCa Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnons3oanuu Wi-Fi otkmoun ¢pynkuuio "O6muit noctyn k ¢aitiam u
npuntepam". JlanHas QyHKIUS 3aKpbITa 0 YMOJTYaHUIO, OHAKO HEKOTOPHIE
MI0JIb30BATEM AKTUBUPYIOT €€ JIJIs y100CTBa HCIIOJIb30BaHMs B paboTe MIIn
yueoe;

4. He ucnonb3yit nyoanunsiii WI-FI 15 nepenaun TMYHBIX JaHHBIX, HATPUMED IS
BBIXO/Ia B COIMAJIbHBIE CETH WJIH B AJIEKTPOHHYIO MOUTY;

5. Hcnonp3yii Tonbko 3anmienHoe coenunenue uepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone oTkmoun ¢pyHkuuto "Tloakmodenue Kk Wi-Fi
apTomaTuyecku'". He momyckail aBTOMaTH4ECKOr0 MOAKIFOUYEHHUST YCTPOMCTBA K
ceram Wi-Fi 6e3 TBoero cormnacusi.



ConmanbHble CETH

COI_[I/IaJIbHLIe CCTU aKTUBHO BXOJAAT B HAIly )KU3Hb, MHOT'UC JIFOAU pa60Ta}0T U JKUBYT
TaM NOCTOSTHHO. MHOTMe M0Ib30BaTeIN HE IIOHUMAKOT, 4YTO I/IH(i)OpMaHI/ISI, pasMElICHHasd
MU B COIUAIBHBIX CETAX, MOXKCT OBITh HaﬁI[CHa " UCII0JIb30BaHa KEM YroaHo, B TOM
YHCIie He 0043aTeNbHO ¢ 0JaruMu HaMCpPCHUSAMMU.

OCHOBHBIE COBETHI 10 O€30MACHOCTH B COIIMaJIbHBIX CCTAX!

1. Orpannyb ciucoK Apy3ei. Y TeOs B APY3bsIX HE JOJDKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumai cBOIO YaCTHYIO U3Hb. He yka3wiBail maponu, TenedoHsl, agpeca, 1aTy
TBOETO POXKIEHHS U APYTYIO JIUYHYIO HHPOPMALHUIO. 3II0yMBIIUIEHHUKHA MOTYT
MCIIOJIb30BAaTh ke MHPOPMAIHIO O TOM, KaK Thl M1 TBOU POAUTENH INIAHUPYETE
IIPOBECTU KaHUKYJIbI;

3. 3amminai CBOIO penyTaluio - AepkKH €€ B YUCTOTE U 3a/1aBail cebe BOIpOC: XOTel
OBl ThI, 4YTOOBI IpYTUE MOJIH30BATENN BUIEIIHU, UTO ThI 3arpyxkaeib? [logymaii,
MPEKIE YeM UTO-TO ONyOIUKOBATh, HAUCATH U 3arPy3UTh;

4. Ecnu Tbl TOBOPULIb C JIIOJbMH, KOTOPHIX HE 3HAEIIb, HE UCIOJIb3YH CBOE
peaibHOe UMSI U APYTYIO JIMYHYIO HHQOPMAIIMK: UM, MECTO )KUTEIbCTBA, MECTO
yueObl U IPOUEE;

5. MU3b6eraii pasmenienus pororpaduii B IaTepHeTe, r/1e Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIPEJIEIUTh TBOE MECTOMOJIOKEHHE;

6. Ilpu peructpanuu B COUUANTBHON CETH HEOOXOIUMO HUCIIOJIB30BATh CIOXKHBIE
[apoJv, COCTOSIIIUE U3 OYKB U (P U C KOIUIECTBOM 3HAKOB HE MeHee §;

7. JIns conupanbHOM ceTH, TOYTHI U IPYTUX CaiTOB HEOOXOAMMO HCIIOIb30BATh
pasubie mapoiu. Torma eciny Te0s B3IIOMAOT, TO 3710yMBIIUICHHUKY TTOTydaT
JIOCTYTI TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

3J'ICKTpOHHBI€ JCHBI'

DJEeKTPOHHBIE JIEHbIH - 3TO O4Y€Hb YAO0OHBIH crlocod miarexen, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIH.

ONEKTPOHHBIE IEHBIH MOSIBUINCH COBCEM HEJABHO M UIMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyapcTBax /10 CUX IOp HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU QYHKIIMOHUPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, TJIE UX
pa3zeNsioT Ha HECKOJIBKO BUJIOB - aHOHMMHbIE U HE aHOHUMHBIE. Pa3HuIa B ToM, 4TO
AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs IpoBOAUTH onepaluu 0e3
UACHTU(DUKAIY T10JIb30BATENS], @ B HEAHOHUMHBIX WICHTHU(PHUKAIUS M0JIb30BaTENs
SBIISIETCS 0053aTENbHOM.

Taxoke creayeT pa3nuyarhb JIeKTPOHHBIE (PHATHBIE IEHBIH (PaBHBI TOCYAApCTBEHHBIM
BaJIOTaM) U JJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbBI TOCYJapCTBEHHBIM BaJlIOTaM).

OcHOBHBIE COBETHI 10 OE30MACHOMN paboTe € HNEKTPOHHBIMH JICHbIaMH:

1. TlpuBsku K cyeTy MOOUIIBHBIHN TeraedoH. DTO caMblil yIOOHBIN M OBICTPHIHA
c1oco0 BOCCTaHOBUTH JOCTYM K cueTy. [IpuBsizanHblil TenepoH NOMOXKET, €ClIn
3a0y/ens CBOM IUIaTeKHBINA MapoJIb WU 3aiIellb Ha CaliT ¢ HE3HAKOMOTO
YCTPOMCTBA;



2.

4.

Hcnonp3yit onHopaszoBkie napoiin. [locie nepexoaa Ha YCUIEHHYIO aBTOPU3ALNIO
Tebe yxe He Oy/IeT yrpokaTh ONAaCHOCTb KPaku HITU IepexBaTa IIaTeXHOTO
napoJs;

Bri6epu cnoxxsblii naposis. [lpectrynaukam OyaeT He MPOCTO yraiaTh CIOKHBIN
naposb. HagesxHele mapoiu - 3To napoiu, KOTOPhIE COAep KaT He MEHee 8 3HAKOB
U BKJIFOYAIOT B c€0s CTPOYHBIEC U MPOMUCHBIE OYKBBI, U(PPHI U HECKOIBKO
CHUMBOJIOB, TaKM€ KaK 3HaK Jloj1apa, pyHTa, BOCKJIMLATEIbHBIN 3HAK U T.1I.
Hamnpumep, $tROng!;;

He BBOIM CBOM JINYHBIE NaHHBIE HA CAalTaX, KOTOPBIM HE TOBEPSCIID.

BHCKTpOHHaﬂ modyra

DJIEKTPOHHAs [10YTa - 3TO TEXHOJIOTHMS U MPEJOCTABISIEMBIE €0 YCIYTH 10 IEPECHUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOPBIE PACIIPEACTSIOTCS B KOMIBIOTEPHON
cetu. OOBIYHO JIEKTPOHHBIN MOYTOBBIN SIIIUK BHITJISIUT CICTYIOIIIM 00pa3oM:
uMs_TIOJIb30BaTeNnss(@umsi_noMeHa. Takke KpoMme rnmepeaadu IpocToro TeKCTa, UMEeTCs
BO3MO>KHOCTb IepeaaBaTh (paisbl.

OCHOBHBIE COBETHI 110 6€30MacHOM padOTe ¢ INEKTPOHHOU MOUTOM:

1.

Hano Bb1OpaTh npaBuiIbHBINA NOUTOBBIN cepBUC. B HHTEpHETE €CTh OIrPOMHBIIN
BbIOOp OECIIaTHBIX TOYTOBBIX CEPBUCOB, OJJHAKO JIy4llIe JOBEPSITh TEM, KOIO
3HACIIb U KTO IEPBLIM B PEUTUHIE;

He yka3piBaii B 1MuHO# noure JinyHyro nHopmaruio. Hanpumep, syure
BBIOpaTh "My3bIKanbHBIN (hanaT@" wim "pok2013" BmecTo "Temal3";
Hcnonp3yi IBYX3TallHY0 aBTOPU3ALUI0. DTO KOra IIOMUMO NapoJys HYKHO
BBOJIUTH KOJI, IPHUCHIIAEMBbIi 1o SMS;

Bei0epu crioxxHbIi naposib. J[1s KaXa0ro mo4ToBoro siuKa J0JKeH ObITh CBOM
HaJCKHBIH, YCTOWYUBBIN K B3JIOMY IIapOJIb;

Ecnu ectb BO3MOKHOCTB HAaIMUCATh CAMOMY CBOM JINYHBII BOIPOC, UCIIOJIB3YH 3Ty
BO3MOKHOCTb;

Hcronb3yil HECKONBKO MOYTOBBIX AIMKOB. [IepBbIN Ul YaCTHOM NEPEIUCKHU €
aZipecaTaMmu, KOTOPBIM ThI JIOBEPSCIb. ITO JIEKTPOHHBIN aJpec He HAJ0
UCIIOJIb30BaTh MPH PErUCTpaIK Ha popymax U cailTax;

He otkpsbiBaii ¢ailsibl v Jpyrue BIOKEHUS B MUCbMaX, Aa)K€ €CJIM OHU MPUILLIN OT
TBOMX Jipy3el. Jlyuie yTouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TH (aiiibl;
[Tocne okoHuaHUs pabOTHI HA TOYTOBOM CEPBHCE MEPEJT 3aKPHITHEM BKIAJIKH C
caiitoM He 3a0y/Jb HakaTh Ha "BoriiT".

KubepOyiauHr uiu BUPTyaJIbHOE U3/I€BATEIbCTBO

KI/I6Cp6y'J'IJ'II/IHF - IpeCiICA0BAHNC COO6I_I_ICHI/I${MI/I, COACPpIKAIIUMU OCKOp6HCHI/I$I,
arpeCCuro, 3allyruBaHuC,; XyJIUTaHCTBO, COOUAJIbHOC 6OI>'IKOTI/IpOBaHI/Ie C IIOMOIIIBIO
Pa3IUYHBIX UHTCPHET-CCPBHUCOB.

OcHoBHBIE COBETHI 110 O0pHOE ¢ KNOEPOYUTUHIOM:

1.

He 6pocatics B 00it. JIydmmii cmoco6: mocoBeTOBaTHCS Kak ce0sl BECTH U, €CIH
HET TOT0, K KOMY MOKHO O0paTUTHLCS, TO BHAYAJEe YCIIOKOUThCS. Eciu Th
HaYHEIIh OTBEYATh OCKOPOJIEHUSIMH Ha OCKOPOJICHHUS, TO TOJBKO erie O0bIe
pa30kKelb KOH(IUKT;



N
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VYrpasnsii cBoel KuOeppenyTaluei;

AHOHUMHOCTH B ceTH MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

He crout BecTn Xynuranckuii o0pa3 BUpTyanbHOH xku3HU. IHTEpHET (hpukcupyer
BCE TBOU JCHCTBUS U COXpaHSIET UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;
Cobmromaii CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

Hrnopupyii enuanuHbIi Heratu. OTHOPa30BbIE OCKOPOUTEIBHBIE COOOIICHUS
JTydine urHopupoBath. OOBIYHO arpeccusi MpeKpalaeTcss Ha Ha4albHOM CTaanu;
ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMH COOOIICHUSIMH, B
COLMAIIBHBIX CETAX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPABKU COOOIICHUH €
ONpEJIETICHHBIX aJPECOB;

Ecnu 161 cBUneTens kubepOymmuara. TBou NeicTBUSA: BBICTYITUTH IPOTUB
IIpecieIoBaTeNs, I0Ka3aTh €My, UTO €ro ACHCTBUS OLEHUBAKOTCS HEraTUBHO,
HOJIEPKaTh JKEPTBY, KOTOPO HY)KHA IICUXOJIOTHYECKast TIOMOIIIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

MoOwibHBIN TenehoH

CoBpeMeHHbIe cMapTHOHBI U MIAHIIETHI COAEPKAT B c€O€ BIIOJIHE B3POCIBIiA
(GyHKIIMOHAJ, U TENEpb OHU MOTYT KOHKYPHUPOBATh CO CTAIMOHAPHBIMUA KOMIIBIOTEPAMH.
Opnaxo, CpeJICTB 3alUThI AJIs IOJJOOHBIX YCTPONCTB MTOKA OYEHb MaJlo. TecTUpoBaHue U
MOUCK YS3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak /i [1K, To xe camoe
KacaeTcsl 1 MOOMJIbHBIX ITPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3€ephl YKe MPAKTUYECKU JTOTHAIM HACTOJIbHBIE aHAJIOTH,
OJIHaKO pacuimpenre GyHKIIMOHATA BIEYET 32 COO0N OOJIBIIYIO CII0)KHOCTh U MEHBIIIYIO
3aIMIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPHIBAIOIINE KPUTHIECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI /st 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

1.

~ow

Huuero He sBnsieTcs mo-HacTodleMy OecriaTHeIM. Byab ocToposkeH, Beb Korjaa
Tebe npeaaraloT 6ecIuIaTHbIH KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-TO
IIJIaTHBIE YCIIYTH;

Hymaii, npexe ueM otnpaBuTh SMS, ¢poto unm Buaeo. Thl TOUHO 3HACIIb, I71e
OHM OyJIyT B KOHEYHOM UTOTE?

Heo6xo11umMo 00HOBIIATH ONEPAlIMOHHYIO CUCTEMY TBOETO CMApT(OHa;
Hcnonb3yil aHTUBHPYCHBIE POTPaMMBbl JJ11 MOOUJIBHBIX TeJE(OHOB;

He 3arpysxaii npu10’k€HUsI OT HEU3BECTHOTO UCTOYHMKA, BEIb OHU MOTYT
CoJIepKaTh BPEIOHOCHOE NMPOrpaMMHOE 00ECTIEUEHNUE;

[Tocre Toro Kak Thl BBIMICIIB C CaiiTa, TJ1€ BBOJMII JIMYHYIO HH(OPMAIUIO, 3aii11
B HAaCTpOWKHU Opay3epa u ynanu cookies;

[Tepuoanuecku MpoBepsi, KaKUE IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM
HOMEpE;

JlaBaii cBoii HOMep MOOMJIBHOTO Tene(oHa TOJIBKO JIOASIM, KOTOPBIX ThI 3HACUIb U
KOMY JI0BEpsEIlb;

Bluetooth gomken ObITH BBIKITIOUEH, KOT/IAa Thl UM HE Mob3yelbes. He 3a0b1Bait
WHOT'/1a ITPOBEPSITH 3TO.



Online urpsr

CoBpeMeHHBIE OHJIAH-UTPHI - TO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS,
00BEAMHSIOIIME COTHH THICSY YEJIOBEK 110 BceMy MUPY. ITpOKHU HCCIeAYIOT JaHHBIA UM
MUD, OOIIAIOTCS APYT C IPYT'OM, BBIMIOTHSIOT 3aJaHUsI, CPAKAIOTCS C MOHCTPAMHU U
MOJTYYaIOT OIBIT. 3@ YAOBOJILCTBUE OHH IUIATAT: MOKYIAIOT JUCK, OIIAYNBAIOT
a0OHEMEHT I IPUOOPETAIOT KAKUE-TO OTIIIHH.

Bce aTu cpepcTBa uayT Ha OJACpKAHKIE U PA3BUTUE UTPHI, a TAK)KE HA caMy
0€30MaCHOCTh: COBEPIIICHCTBYIOTCS CHCTEMbI aBTOPH3AIUH, BHIITYCKAIOTCS HOBBIC IMTATYH
(dpoBbIC 3aIIIATKH JJIS1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 110100HBIX HTpax CTOUT OMAcaThCs HE CTOJBLKO CBOMX COIEPHUKOB, CKOJIBKO KPaKU
TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIUU OOJIBIIMHCTBA UTP.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKAayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0X0 MM co3aeT Te0e HeMPHUIATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxamyiics aAMUHUCTpATOPaM UTPHI HA IJIOXOE MOBEIEHUE STOTO UTPOKA,

JKEJIaTeIbHO IPUIIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3piBaii muunyro nHpopMaIuio B mpodaiiie urpsl;

YBaxai Ipyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii HeouinanbHbIe TATYH U MOJIBI;

Hcnonp3yi CII0KHBIE U Pa3HbIE 1apOJIY;

Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBHpYC. [1oka ThI urpaenis, TBOM

KOMIIBIOTEP MOT'YT 3apa3uTh.

No ko

OUIIMHT WU KpaXa JIMYHBIX JaHHbIX

OObI4HOM Kpaskel JIeHeT U JOKyMEHTOB CETOIHS YK€ HUKOTO He YAMBHUIIIb, HO C
pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3JI0YMBIIUIEHHUKH [IEPEMECTUIINCH B UHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" 1€TIOM.

Tak nosiBHi1ach HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WX (DUILIUHT, TJIaBHAs 1IeJb
KOTOPOT'O COCTOHUT B MOJYYeHUU KOH(PHICHIIMATIbHBIX JAHHBIX M10JIb30BaTeNeH - JOTHHOB
u naposieid. Ha anrnumiickoM si3bike phishing unraercs kak gumunr (ot fishing - peiOHas
J0BJIs1, password - Taposb).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl ojj03peBaeliip, YTo TBOS aHKETa ObLia
B3JIOMaHa, TO He00X0AUMO 3a0JIOKUPOBATh €€ U COOOIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Hcnonb3yit 6e3onacHble BeO-calThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U
ITOMCKOBBIX CHCTEM;

3. Hcnomnb3yii cioxHble U pa3Hble napoiu. Takum o0pa3zoMm, eciiu Te0s B3JI0MaroT,
TO 3JIOYMBIIIJIEHHUKU TOTy4YaT TOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQHIIIO B
CEeTH, a HE KO BCEM;

4. Ecnu Te0s B3JIOMalIK, TO HEOOXOIUMO MPENYNPEAUTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIE 100aBJIEHbI y T€OS B APY3bsIX, O TOM, YTO T€Osl B3JIOMANIX U, BO3MOKHO,

OT TBOETO UMEHU OYJET pacchlIaThCsl ClIaM U CChUIKU Ha (DUILIMHTOBBIE CalThI;

VYcranoBu HazgexxHbIN apoib (PIN) Ha MoOMIbHBIH TenedoH;

OTxknroun coxpaHeHue naposs B opaysepe;

7. He oTkpbIBail (aiiiasl 1 qpyrue BIOKEHHs B MMCbMAaX, AK€ €CIIM OHU MPHIUIA OT
TBOUX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (haiibl.

oo



[ludposas pemyranus
[udposas pemyTanus - 3T0 HETaTUBHAS WM MO3UTHUBHAS HH(OpMAIHs B CeTH O Tele.
Komnpomerupyromas nadopmanus, pasmMelieHHas B MHTEPHETE, MOXKET CEPbE3HBIM
00pa3oM OTpa3uThCs HAa TBOEH peanbHOi xku3Hu. "Ludposas penyramus" - 310 TBOM
UMUK, KOTOPBII popMupyetcs u3 uHpopmanuu o Tede B UHTEpHETE.
TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0XKEHNE, OCOOEHHOCTH XapaKTepa
U paccKasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue nopoCcTKH JErKOMbICIEHHO OTHOCATCS K IMyOIMKaluK JTMYHON UH(OpMAIMK B
HNHTepHeTe, He MOHUMAst BO3SMOKHBIX IIOCIEACTBUAN. ThI 1aXke HE CMOKEIb JOragaThCs O
TOM, 4TO (hoTOrpadus, pasmMeleHHas 5 JeT Ha3a/l, cTaja NPUYMHON O0TKa3a MPUHATH TeOs
Ha padoTy.
KommenTapuu, pazmenienie TBoux Gororpaduii u qpyrue 1eicTBUS MOTYT He
MCYE3HYTh Ja)Ke€ IIOCIIE TOrO, KaK Thl UX yAalIullb. Thl HE 3HACIb, KTO COXPAHUII 3TY
UH(OPMAINIO, TIONaJIa JIU OHA B IIOMCKOBBIE CUCTEMBI M COXPAHHJIACh JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O TeOe OKpY’KaroIIKe JIIOIU, KOTOpble HAWAYT U yBUIAT 3T0. Haiitn
UH(POPMALIAIO MHOTO JIET CITYCTSI CMOXKET JIF000M - KaK U3 T0OPBIX MOOYKACHUH, TaK U C
HaMEpEeHHEM MPUUYUHUTH Bpel. DTO MOXKET ObITh KTO YTOIHO.

OcCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON pemyTauu:

1. Tlomymaii, mpexae 4eM 4To-TO IMyOIMKOBATh U NepeaBarh y ceOs B O6J0re Uil B
COLIMATILHOM CeTH;

2. B mactpoiikax npoduisi ycTaHOBH OTpaHUYEHUS Ha TPOCMOTP TBOETO IPOPHIIS U
€ro COAEPKUMOTO0, CAEINall ero TOIbKO "1y Apy3en";

3. He pa3mMemniaii u He yka3biBail HHPOpMAIIHIO, KOTOPas MOKET KOTO-JIH00
OCKOPOJIATH UM OOMIKATh.

ABTOpCKOE TIPaBO

CoBpeMeHHbIE ITKOJIBHUKY - aKTUBHBIE TTOJIb30BaTENN [IM(PPOBOTO MPOCTPAHCTBA.
OpHaxo Janexko He BCE 3HAIOT, UTO MOJIb30BaHHE MHOTHMHU BO3MOXKHOCTSIMHU LIU(PPOBOTO
Mupa TpedyeT coOIII0IeHHs ITPaB Ha MHTEIIEKTYalbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEIEKTYalbHAst COOCTBEHHOCTD'" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX U300peTeHUH 1 3HaKOB, 0003HAYAIOLINX
COOCTBEHHOCTb Ha MPOAYKTHI M YCIYTH, U 3aKaHYMBasi KHUTaMH, (poTorpadusmu,
KUHO(DUIBMAMHU ¥ MY3bIKaJIbHBIMU IPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEIJIEKTYAIbHYIO COOCTBEHHOCTh Ha IIPOU3BEICHUS
HayKH, JTUTEpaTyphl U UCKyCCTBA. ABTOPCKHE ITpaBa BHICTYNAIOT B KAUECTBE FrapaHTUU
TOT0, YTO WHTEJUIEKTYaJbHBIA/TBOPUECKUN TPyl aBTOpa HE OyJeT HaPacCHBIM, JIaCT eMy
CIpaBeAJIMBbIE BO3MOXKHOCTH 3apad0TaTh Ha pe3yibTaTax CBOErO TPYy/a, MOIyYUTh
U3BECTHOCTH U Npu3HaHue. HukTo 6e3 pasperieHus aBTopa He MOKET BOCIIPOU3BOIUTh
€ro Ipou3Be/IeHUE, paCIPOCTPAHATh, MyOJINYHO JEMOHCTPUPOBATH, IPOJIaBATh,
UMIIOPTUPOBATh, MyCKATh B MPOKAT, MyOJUYHO UCTIOIHSATH, IOKAa3bIBATh/UCIIOIHSATH B
a¢upe unu pazmemiath B IHTepHeTe.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOTO 00ecrieueHusI MOXKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKHU TBOETO YCTPOICTBa, I/1ie
yCTaHOBJICHA HellerajibHast mporpamma. He cTouT Taxske 3a0bIBaTh, 4TO CYIIECTBYIOT
JerajabHble U OECIIaTHBIE POTrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



